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The good’ole times...

* Wanna Decryptor 1.0

Ooops, yx;ur files have been encrypted!

\What Happened to My Computer?
Y our important files are encrypted
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
wiay to recover your files, but do not waste your time. Nobady can recover your
Paymant will ba raisad on files without our decryption service
511572017 16:25:02

C ecover IV es?
Tecatak an | Recover My Files

Sure. We guarantee that you can recover all your files safely and easily. (Butyou _J
have not so enough time.)

You can try to decrypt some of your files for free. Try now by clicking <Decrypt>
Your fles will b lost on ¥f you want to decrypt all your files, you need to pay.

511872017 16:25:02 You only have 3 days to submil the payment. After that the price will be double:
Also, if you dont pay in 7 days, you wont be abie fo recover your files foreve

Time Left

How Do | Pay?

Send $300 worth of bitcoin to this address:

152GqZCTeys6eCjDKEIDYpCIXIEQWRVEV

Contact Us



Something went wrong...

{How a racist, sexist hate | B vonsia . Ty & (2 rom
m L. T SN I S VI m— - A | — wiealDonaldIrumo

8 DECEMBER 2016

Pizzagate: How a 4Chan conspiracy
went mainstream

The power of “meme magic” is changing the world as we

know it.

T ) |

Over the past 24 Rours, Leslie Jones has been inundated with racist,

hateful vitriol on Twitter.




Emerging problems

Anonymous (ID: AMaV12j0 ) == 04/28/17(Fri)17:16:08 No.123210970 » >>123211305 »>123211335 >>123211559

the email belongs to Gianluca Stringhini.
this is his Twitter: https:/ftwitter.com/gianluca_string?ref_src=twsrc%3Egoogle®:7 Ciwcampe3Eserp% 7 CiwgrieaEauthor

one of his tweets: hitps:/ftwitter.com/gianluca_string/status/786203393745350336

one of his projects: https://arxiv.org/abs/1610.034527platform=hootsuite

youtube video: hitps://'www.youtube_com/watch?v=tS9Lkpj9DF4 [Embed)]

if you dont think this is real, you are retarded.
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As researchers, where do we even start?
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i woht pay for mcdonalds but ill eat it for free-soidid a
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Jasmine webber-james ~!/rgziD
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week ago

This gives me a lot of hope. This is what the world needs. People, a lot of young people,

are poisoning their minds and souls on the internet these days. | was a dude posting on

4Chan back in the day before ‘meme’ was even a known term. Chaos, racism, sexism,
=

P! y, all of that so casually extolled. Then | grew up,
and all of that time is just . . . well, it's a shame. To spend so much time on hatred. It's a
waste of life.
Show less

Reply - 6 ufy 9
Hide replies ~

1 day ago
Kill yourself then, dont waste anymore life
Reply « 1y ®
4 days ago

Italian immigrants... so the guy isn't even white
Reply « 2 iy 9
Hide replies ~

3days ago
(((ted))

Reply * 1§
3 days ago
italians are white
Reply - 1 9
3 days ago
absolutely not. Way too much random Mediterranean stuff
Reply « 1§

1 year ago (edited)
If you all have such a big problem with-opinion, why are you subscribed, Or watching
his content?

Reply + 43 1y

So the njjilif knows his place.

Reply - 1 1y 9



Bot activitv vs “human mobs”

View Same Google igdb  SauceMAQ Trace & pepe_happy.png, 51KiB, 700x543
Anonymous ID:UaPbmLER Mon 06 May 2019 00:37:57 No.212249759 [*l View Report

Operation NOU
® La rge S C =Mike Rosenberg was recently fired from the Seattle Times for sending sexual messages to a woman
who reacted with outrage
=this can be repeated using fake female tinder accounts to get male journos fired
o Sy n C h ro =weaponize the enemy's own standards and "rape culture” hysteria against them - make them take their own medicine
>>212244810
»»212244810
>=212244810

Th ese e | e me n View Same  Google igdb  SauceMAQ Trace & | 15556535895387.jpg, GSKIE, 11}24:5;31
Anonymous ID:r2EG6ogg6 Mon 29 Apr 2019 12:18:38 No.211563486 == View Report
SynchroTrap, t

>>211563271
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save and share! and praise be to kek!

Human activity 1s less coordinated -> characteristic traits stand out less

View Same Google igdb  SauceMAO Trace & Screenshot_20190506-054222 ZndLine jpg, 322KiB, 14392662
poreim e ARDAYMous ID:yDuwUKHd Mon 06 May 2019 05:43:19 No.212264961 E= View Report

y It's never been easier to make fake accounts for shit.
We have a IOOSE . Email: guerilla mail ) etC.

Phone number: there's dozens of apps for this but | personally like 2nd line.




Information is not only textual




Online services do not exist in a vacuum

Looking at a single service at a time is not enough to
capture online hate dynamics

There is anecdotal evidence that
“fringe” Web communities have a
strong influence with regards to
coordinating hate attacks against users
on other platforms

We lack tools to effectively trace how
information spreads across different services

LA
BREITBART #



Collecting and labeling
hate data



Hate data is hard to label !
[=] g5

We leveraged crowd workers to label 80k tweets Dataset (ICWSM 2018)

Issues:
* Expensive: how do we find feeds with high toxicity?

* Hard to agree: what exactly is hateful content?

* Having many categories doesn’t help (bullying, aggression, hate, ...)
* Hate is often very content dependent
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Measuring
“meme magic”



Measuring memes at scale

Annotation site

-

‘ Clustering ‘

Influence

Data Collection Perceptual : :
P Estimation

GEWLES

(160M images) Hashing

Code for our analysis pipeline (and data) available at
https://github.com/memespaper/memes_pipeline
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Examples of clusters
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Measuring online raids



Real life story: weird emails in my inbox

Alt-Right

Emilee Reid <emileereidd@gmail.com> ® D Replyall |v

You are a retarded fjjjijt

Joel Dunn <joelcdunn@gmail.com> & 5 Replyall |v
Fri 09/06, 23:20
Stringhini, Gianluca ¥

Inbox

I Flag for follow up. Completed on 10 June 2017.

A) you're in IT but are trying to be a sociology major.
B) you're clearly trying to overblow and be uber-dramatic about what 4chan is.

C) 4chan is people having discussions amongst themselves. Since you don't like or agree with the subject matter or the views of those who spend time communicating on 4chan (because you're an cbvious HIV+ faiillilillyou
are attempting to persuade people to believe that free speech is bad, racism is a completely invalid human reaction to danger, etc.

D) the harder people like you try to silence those who you disagree with the more ibvious you make it to people that it is in fact you who are wrong.
E) Filk you. You're an idiot. Enjoy wasting all of your time wrapped and coddled by academia and then getting raped and murdered by a njilililk

You're a terrible educator.

Can you please direct me further?

Thank you,
Emilee Reid
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What was happening?

Alt-Right

Emilee Reid <emileereidd@gmail.com> & 5 Replyall |v
Yesterday, 16:45

Stringhini, Gianluca ¥

I Flag for follow up. Cempleted on 28 April 2017.

Hello, 1. 1

p— [ ] L]
[
This recent election has beenag I h I S I S W h a t We nd bigotry. But if there is a silver

lining, it has compelled the res

As a Jew, it's been especially st

Muslim, and anti-whomever. | Ca | I a ra id |  §

The coincidence of timing between this trend and t
House play directly upon, and stoke further, the sorts @

hand-in-hand with anti-black, anti-
itical themes that Trump has ridden to the White
overturned gravestones in a cemetery.

We must support our Jewish community, LGBT brothers and sisters, and all others who will be victimized by the Trump regime.

With that being said...| am reaching out to find out if any universities are doing work to help stop the rise of hate speech online?? We have to start somewhere. I'd like to explore
Jjoining a group of activists who can explore fighting against this hate speech.

Can you please direct me further?

Thank you,
Emilee Reid
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What is 4chan?

* Animage board

e Conversations grouped into
threads

* Fixed number of threads alive at a
given time

* New replies bump a thread to the
top of the page

* Anonymous

* Ephemeral (median thread
lifetime: 47 min)

ap
“L

4chan
Whatis dchan?

What is 4chan?

4chan is a simple image-based bulletin board where anyone can post comments and share images. There are boards
variety of topics, from Japanese animation and culture to videogames, music, and photography. Users do not need to

before participating in the community. Feel free to click on a board below that interests you and jump right in!

Be sure to familiarize yourself with the Rules before posting, and read the FAQ if you wish to learn more about how to

Boards

Japanese Culture
Anime & Manga
Anime/Cute
Anime/Wallpapers
Mecha

Cosplay & EGL
Cute/Male

Flash
Transportation
Otaku Culture
Video Games
Video Games
Video Game Generals
Pokémon

Retro Games

Interests

Comics & Cartoons
Technology
Television & Film
Weapons

Auto

Animals & Nature
Traditional Games
Sports

Alternative Sports
Science & Math
History & Humanities
International
Qutdoors

Toys

Creative

Oekaki

Papercraft & Origami
Photography

Food & Cooking
Artwork/Critique
Wallpapers/General
Literature

Music

Fashion

3DCG

Graphic Design
Do-It-Yourself
Worksafe GIF
Quests

Other

Business & Finance
Travel

Fitness

Paranormal

Advice

LGBT

Pony

Current News
Worksafe Requests
Very Important Posts
Misc. (NSFW)
Random
ROBOT9001
Politically Incorrect
International/Random
Cams & Meetups
Shit 4chan Says

Adult (N
Sexy Be
Hardcore
Handsor
Hentai
Ecchi
Yuri
Hentai/A
Yaoi
Torrents
High Re:
Adult GIFf
Adult Ca
Adult Re

18




Data Collection

Paper (from ICWSM 2017)

4chan is divided in boards, we focus on /pol/, the
“politically incorrect” board

| P | e

Threads 217K 14.4K 24.9K 256K

Posts 3.3M 1.2M 1.4M 10.9M

19



Raids against YouTube videos

YouTube is the domain most often linked on /pol/
(93k in our dataset)

Anecdotally, we know of many raids directed from
/pol/ towards YouTube

[ Anonymous 06/21/16(Tue)22:43:43 No.690814030 » :ﬂﬂ
>>690819836 >>600821643 >>690822891 >>600826003 >>690828584 >>6908;

YOUTUBE RAID
OLD THREAD: »>690808653

BIG AS FIMRAID

Confirmed participants:

>4chan (fpoll, /b, Ir9k/, /igbt/, /pol(?), very likely more)
>8ch.an (/pol/, /bl, Imonster/, likely /r9k/ and others)
>2ch

>Ebaumsworld (unconfirmed)

>Reddit (most likely initialized by /r/The_Donald
>Black Lifes Matter (small sightings)

L Anonymous 06/21/16(Tue)22:45:49 No.690814336 *

R/the_donald won't go for it.

[l Anonymous 06/21/16(Tue)22:46:11 No.690814390 »
if dubs all the trans fllll in the video die

[/ Anonymous 06/21/16(Tue)22:46:29 No.690814428 »

https:/fwww.youtube_com/watch?v=dtCyepult8Q [Embed]
forgot the important part in my autism

S5

27

-1 0 1 2

normalized time

-

14% of videos see peak

commenting activity during
the /pol/ thread lifetime
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Measuring synchronization

We use cross-correlation to estimate the
lag between the two threads

* We model the comments on /pol/ and
YouTube as two Dirac Combs

* We slide a signal on the other for every
possible lag value and calculate the dot
product between the two signals

* We calculate the PDF of the dot
products for all possible lags

* The estimated lag value is the one that
maximizes this PDF

0
Sample Lag (s)
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l[dentitying raided videos on YouTube

Videos showing a high degree of
synchronization with /pol/ threads

* Tend to receive comments from common
sets of accounts (sock puppets)

* Tend to attract comments that contain
more hate speech (calculated through
the Hatebase API)

Synchronization Lag (105 seconds)

Synchronization Lag (10° seconds)

2.54

0.04

2.54

0.04

K] o & .
@
[ ]
[ ]
0.0 0.2 0.4 0.6

Overlap in commenters

YT comments have hate

YT comments have no hate

0.000

0.(;05 0.(510 0.615
Hate comments per second

0.020
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What to do about raids?

Our measurement allowed us to collect a ground truth dataset of raided videos

Can we predict which videos will get raided? (Work in progress)

VIDEO SCRAPE PREPROCESSING AND MODEL

(YouTube.com) FEATURE EXTRACTION ESTIMATION
Metadata Tokenization P[X =raidl(0,,...0,)]
* Title * Tags |-+ cops | beats| handcuff | — MEtafi?ta \}jM
* Duration ... woman| in-front | daughter |"u| Classifier

Images r&:{? - Image Recognition
I_ L]

Raw - : _.T A man in a suit | Thumbs |P | Ensemble :
" Thumbs T?m Y v, | Classifier |  Classifier | {raid. /
/ L=

'jé A man playing rugby
fp,,.P,.P,) | non —raid}

—

Video

Dataset Audio —_— Textual T .
atase oll Il lisvarss |3 — — x L ranscrip
+  Raided * Raw Audio "|||||=|"'"" — I’T‘"“"Zt_ ;| Classifier [ p
* Non-Raided —— of the Audio T
v.fi:'u.furf_\' = (01="“O }

Sometimes simple solutions are the most effective: disable comments for the
lifetime of a /pol/ thread?

(Preprint)
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There is so much more to do

* The Web is a big place, there are many communities
* How do we automatically extract meaning from images?
* There is more to text and images (videos, streaming)

What are the best countermeasures against online hate?

24



Conclusions

It is difficult to measure online hate

* Lots of heterogeneous communities

* Lots of different types of content

* Hard to automate — domain knowledge required

Established techniques to mitigate bot activity are not enough
* Loose coordination
* Human component

25
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Questions?

gian@bu.edu

@gianluca strin
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